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e Automation delivers speed and accuracy
that is not possible with manual systems.

e f(utomation also delivers cost benefits by
reducing or eliminating the time required

for manual processes.
»
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> The ﬁrst stage (s usuaﬂy comp lete ly manual

> The second stage automates one or more of the
ﬁmcﬁons

\ > The third stage automates more ﬁmcﬁons

> The fowft’n stage relies on strategic input and then
ﬁAﬁUS most of the ﬁmcﬂons au’comaﬁca“y.
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m) The human makes high level decisions. The system

executes au‘coma‘cica“y and informs the human.

=) The human must make some of the decisions. The

system executes some ﬁmcﬁons automaﬁca“y.

= The human must make all the decisions. Single

element to coordinate.

= The human must make all the decisions. Mult'qole

elements to coordinate.




Manual identiﬁcaﬂon and
marking of all sensitive

documents.

RegEx Matching based
identiﬁcaﬁon of all sensitive
Data

l

KEY LIMITATION: Accidental Data Leak Scznarios only

Y-1998 Y-2001

Structured Data 1

Traditional DRM 1 Centric
Centric
* Closely focused on
PCl, Pll Data
* Main Technology —
RegEx Matching

+ Closely tied to
Authoring Tools
* Manual Policy

Definition * Manual Policy

* File Level Access
Control

* Content Level Edit
Control Rights

Definition

+ Structured Data
Level Access
Control

Y-2002 Y-2016

Accidental & Malicious
Data Leak Scenarios

Information Centri

* Focused on
Informationin all
modalities

* Main Technology —
Semantic Analysis

Unstructured Data

Centric

» Closely focused on
Unstructured Data

* Main Technology —
Document
Fingerprinting &
Keywords Matching

* Manual Tagging for
Classification

+ Manual Policy
Definition

» Auto-Classification
of Information

* Auto-Generation of
Policy

* Auto-Enforcement
of Access Control &
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Automated ident@ﬁcaﬂon of all
sensitive data & documents.
Enterprise provides initial high
level speciﬁcation about who has
access to what.

The system automaﬁca“y
idenﬁﬁes the data/ infowna’cion

and enforces po[icies.

Manual Tagging, Keyword
Matching, Fingerprinting based
'Lden’ciﬁcation of all sensitive

documente



elassiﬁ/ infovma‘cion
class Lfy Actors and Actions
correlate mult'qo le types of

information

use multqo le data sources to
enfovee correct actions based
on risk assessment
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Use mult'qo le data sources to determine risk
Au‘coma‘cieaﬂy correlate informa‘cion ﬁrom mul‘cip le
sources

Automate actions based on correlations

Au‘coma‘cicauy deliver real time enforcement ﬁrom

Se
o

mu[t'qo le pla@forms




Core Automation Technologies for 4™ Generation DLP

Auto-Classification of "Data | Auto Classification Technology must

& Content exhibit following characteristics;

4™ Generation DLP system must be able to recognize
and Auto-Classify confidential and/or mission critical | Ny Mayyal Processing of data/content
data in any format without human intervention. | quch as Pre-Tagoingor Pre-Marking

of data/content.

o : No Pre-Processing of data/content
NOTE: Auto-Class Lﬁca’aon Engine must be able to h . .
suchn as Document Flngezyonm‘mg or

perform Automatic Data ldentification. To this effect, | /. of Data/Content.

sop histicated data 'Lden‘c'gficaﬁon teclfmiques are No Manual Heuristic Training The Auto-Classification process
imperative. Simp le Keyword and Lexical Matches are

should NOT require manual heuristic training.

NOT enough as they have been proven to be ervor | —————— — — — — — — — —
> Traditional Data Classification systems that require “Manual Input” are greatly

prone resulting in high False Positive rates. ineffctiveas they are mot only error-prone and unscalable but actually highly
susceptible to Malicious Data Leak scenarios.




Core Automation Technologies for 4™ Generation DLP

Auto Policy Generation Technology must
uto-Cjenevation of Policies
Auto-c] 6P exhibit following characteristics;

4% Generation DLP system must be able to
Automatically Generate comprehensive set of Policies | No Manual Intervention in the  TG———_ T

for enforcement of data leak prevention based on Policy Generation process. All W

Role-based Content Access Control.

relevant Po/[cy Primitives should

be automaﬁca“y generated thus

NOTE: DLP Policy definition is the single most albiifiz ity hbm_wn a0 inconSiSt?nCy' '
critical process fov successﬁd dep loyment of a DLP No Post-Processing such as Manual Policy Embossing of
regime. DLP Policies are 'mheren’dy more comp lex Data/Content.

anad require deeper.undevstanding of sop histicated | No Manual Heuristic Training of the Policy Parameters to
use case scenarios in order to ascertain accep’ca’o le : :
pevform Incident Correlation.

level of “Completeness” and “Use Case Coverage”. | 2~~~ __ __
> Traditional DLP systems are typically limited to manual policy creation process
which is not only tedious but also error prone and costly.



Core Automation Technologies for 4™ Generation DLP

Auto-Access Contvol

4% Generation DLP system must be able to
Automatically Generate comprehensive set of Access
Control Primitives.

NOTE: Traditional DLP systems are either
dependent on extensive manual enumeration of
Access Control Primitives or Ve[y heavily on the

Policy dev\ﬁniﬁon process — both of the two

approaches is extreme [y cumbersome and
constrained in its a’oiﬁty to prov ide the requisite

coverage of “Use Case Scenarios” in sophisﬂea‘ced

real- l'gfe DLP dep [oymen’cs.

Auto Advanced Access Control

Technology must exhibit following
characteristics;

ldentity and Role driven Access Control

wherein access Vigh’cs and cowespond'mg .,_f'/ﬁ ‘
. . . ks /\’z’;“’
violations are automatically deduced from "»é N
€ " ~
the 'Ldenﬁty and ﬁme‘cional role of an actor - A;‘\:\’,
(Le. emp[oyee, applicaﬁon or device). e ——

Contextual-Conceptual Correlation algorithms to perform
sophisﬁca’ced reasoning (i.e. who should have access to what
type of informaﬁon?) for detection and pre-emption of

comp lex data [eale scenarios.



Core Automation Technologies for 4™ Generation DLP

Auto-GRC Cnforcement

4™ Generation DLP system must be able to Automatically

Enforce Governance & Regulatory Compliance .

NOTE: Traditional GRC Systems are typica“y focused
on document routing and wovkﬂow. They are either
dependent on third party data security tools or rely

neavily on the Standard Operating Procedures — both
of the two approaches S extremely cumbersome and

constrained in its abi[ity to prov ide the requisite

coverage of “Use Case Scenarios” in sophisﬁcated real-

life DLP dep loyments.

Auto GRC Enforcement Technology must
exhibit following characteristics;

Segmentation of Duty (SoD)
based Information Control
wherein dissemination,
exposure and routing of
data/information is

automaﬁca“y controlled

according to pre-deﬁned
Business Standard Operating Procedures.
Regulatory Compliance Enforcement wherein all domain

spec'gqc comp[iance guidelines are automatica“y enacted.
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GhangorCloud Technologies for Automated Security

GhangorCloud GhangorCloud Delivers 4 Generation
Key Solution Featuves Automated DLP for Your Organization

il Governance &

Identification & g: 3:;’,7;:’2;

Classification

' Centralized Automatic Policy
4th 360 Degrees Generation &
Generation Visibility, Command Enforcement - :
DLP & Control 4" Gen DLP for Enforce Driven Solution
’ :\’l‘d‘ﬁt"y S TT?St gdvanced X stry/s First
N° z UL e je)lrg) . v otects Data from Malicious or
ON €L PIOCESSINUIOISPEI : ~ Accidental Leaks

‘ Automatic Automatic

e ot tectlo'n‘ Identity & Role
against Malicious Driven Access
& Accidental

ro.
Data Leak Conte)

Auto Classification
«Auto Identification
*Auto Classificatio

vanced Policy engine
ically generates policies
lly reduces deployment

-Cufs Costs, Time & Pain of

Automatic
Information
Automatic
Deployment



GhangorCloud’s 4" Generation DLP Product

GhangorCloud <ew Does D¢ Novk?
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1. Analyze the
Data

~

6. Report
Violations with

Forensic Trail

2. Classify the
Data

I

(" S—

—

Automated & in Real-time

4. Apply Policy (

3. Determine
Who has Access

-

=

5. Protect in Real-Time &
Enforce Compliance
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Contact:

GhangorCloud

2001 Gateway Place
Suite 710, West Tower
San Jose, CA 95110
+1 408-713-3303
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